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$whoami

ÅM.Scin Computer Science Engineering

ÅDirector of Malware Research Lab At CybSecEnterprise spa

ÅISWATlabco-founder and researcher (www.iswatlab.eu)

ÅLecturer for the II level Master in Intelligence and Cyber security at 
LinkCampusUniversity

ÅResearch and teaching assistant at University of Sannio

ÅEc-Council SME and exam item writer

ÅCyber Security Consultant for NTTData

ÅMore than 12 International Certification

http://www.iswatlab.eu/


Andrew Grove - Intel

'Only the Paranoid will Survive''

As Thomas Ray said, "Every successful system accumulates parasites"



Thomas Ray

As Thomas Ray said, "Every successful system accumulates parasites"

ñEvery successful system accumulates 

parasites" 



nothing will be as it seems...



Intelligence Gathering

ÅOpen-Source Intelligence (OSINT) refers to a broad array of information and 
sources that are generally available, including information obtained from the 
media (newspapers, radio, television, etc.), professional and academic records 
(papers, conferences, professional associations, etc.), and public data 
(government reports, demographics, hearings, speeches, etc.). 

Cit. Fbi.gov

ÅGEOINT

ÅSIGINT

ÅTECHINT

ÅFININT

ÅHUMINT



Who collects and use Intelligence

Å Law Enforcment

Å Military 

Å Criminals

Å Spies

Å Government

Å Journalists

Å Business

Å Hackers
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What google 
ËÎÏ×Ó ÁÂÏÕÔ ÙÏÕȣ

ÅEach entry is time -

stamped

Åthat list is all 

searchable

ÅWith all that imagined, 

can you think of a way 

a hacker, with access 

to this, could use it 

against you?

Ågo over to 

google.com/dashboard , 

and see it all become 

reality.



Wikileaks Vault 7

13 July 2017 ïCIA HighRise Android malware

19 July 2017 ïUCL/RAYTHEON

27 July 2017 ï Imperial project

ÅAchilles ðA tool to trojanize a legitimate OS X disk image(.dmg) installer.

ÅSeaPea ðA Stealthy Rootkit for Mac OS X Systems

ÅAeris ðAn Automated Implant for Linux Systems

03 August 2017 ïDumbo tool

10 August 2017 ïCIA CouchPotato

24 August 2017 ïExpressLane

31 August 2017 ïAngelFire
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4ÈÅ /3).4 0ÒÏÃÅÓÓȣ
Å Hostname

Å Services

Å Networks

Å SW/HW versions and OS information

Å Geo- location

Å Network diagram

Å Database

Å Documents, papers, presentations, 

spreadsheets 

Å and configuration files

Å Metadata

Å Email and employee search (name 

and other 

Å personal     information)

Å Technology infrastructure

Å IP



Doxing

Is the Internet - based practice of researching and broadcasting private

or identifiable information (especially personally identifiable information ) 

about an individual or organization. wikipedia

ÅGoogle

ÅBing 

ÅPeek you

ÅPipl

ÅIntelius

ÅFacebook GRAPH

ÅShodan

ÅName

ÅAges

ÅEmail

ÅAddresses

ÅPhone numbers

ÅPhotos

ÅEtc.

ÅLocation

ÅIP CAMERA & IoT!!!



Google advanced operators

ÅWeb Search: allinanchor:, allintext:, allintitle:, allinurl:, 

cache:, define:, filetype:, id:, inanchor:, info:, intext:, intitle:, 

inurl:, link:, related:, site:

ÅImage Search: allintitle:, allinurl:, filetype:, inurl:, intitle:, 

site:

ÅGroups: allintext:, allintitle:, author:, group:, insubject:, 

intext:, intitle:

ÅDirectory: allintext:, allintitle:, allinurl:, ext:, filetype:, 

intext:, intitle:, inurl:

ÅNews: allintext:, allintitle:, allinurl:, intext:, intitle:, 

inurl:, location:, source:

ÅProduct Search: allintext:, allintitle:



personally identifiable information

ƷWebsite investigation:

Ʒ https://Pipl.com

Ʒ http://www.amazon.com/gp/registry/search/

Ʒ http://www.indeed.com/resumes?q=%22PHm%22

Ʒ
https://www.linkedin.com/vsearch/f?trk=federated_adv

s&adv=true

Ʒ Cached data: http://archive.org/web/ , google 

cache, 

Ʒ Knowem, 

Ʒ checkusernames.com/

Ʒ https://namechk.com/

Ʒhttps://emailhunter.co

Ʒhttps://toolbox.googleapps.com

ƷCompanies/ business :

Ʒhttps://findthecompany.com

Ʒ http://copyright.gov/

Ʒhttp://www.keywordspy.com/

https://www.crunchbase.com

Ʒ https://connect.data.com

ƷBitcoin :

Ʒhttps://blockchain.info/address/1Kqzb

v4ekpJX3ohYWGEzMqzvf27VjBux35

Ʒhttps://www.blockseer.com/addresses/1

Kqzbv4ekpJX3ohYWGEzMqzvf27VjBux35

ƷSkype 

Ʒhttp://www.skresolver.com/

ƷUS only:

Ʒ http://www.classmates.com/ ,

Ʒ https://www.intelius.com/ , 

Ʒ http://radaris.com/

Ʒ http://www.spokeo.com/

Ʒ http://www.peekyou.com/

Ʒ http://mugshots.com/

Code:

https://nerdydata.com

https://Pipl.com/
http://www.amazon.com/gp/registry/search/
http://www.indeed.com/resumes?q="PHm"
https://www.linkedin.com/vsearch/f?trk=federated_advs&adv=true
http://archive.org/web/
https://namechk.com/
https://emailhunter.co/
https://toolbox.googleapps.com/
https://findthecompany.com/
http://copyright.gov/
http://www.keywordspy.com/
https://www.crunchbase.com/
https://connect.data.com/
https://blockchain.info/address/1Kqzbv4ekpJX3ohYWGEzMqzvf27VjBux35
https://www.blockseer.com/addresses/1Kqzbv4ekpJX3ohYWGEzMqzvf27VjBux35
http://www.skresolver.com/
http://www.classmates.com/
https://www.intelius.com/
http://radaris.com/
http://www.spokeo.com/
http://www.peekyou.com/
http://mugshots.com/


personally identifiable information

Å The Harvester

Å Fb

Å Social Media

Å Recon- ng

Å Metadata



Geo location

É Gmaps

É Gearth

Private earth observation satellites:

GeoEye ï 5 satellites: IKONOS, OrbView - 2, OrbView - 3, GeoEye - 1, GeoEye - 2

DigitalGlobe ï 4 satellites: Early Bird 1, Quickbird, WorldView - 1, Worldview - 2

Spot Image ï 2 satellites: Spot 4, Spot 5



SOCMINT

ÅFacebookGRAPH 

ÅFbsleep

ÅCreepy

Åhttp://www.socialmention.com

http://www.socialmention.com/


Reverse Image Search

Ʒ Google Image

Ʒ Tineye

Ʒ Yandex

Ʒ Googles (on G Play Store)

Ʒ Findface (on G Play Store)



AD Analytics

Id < -- > domain 

correlation

Ʒhttp://spyonweb.com/

Ʒhttp://sameid.net/

Ʒhttps://ewhois.com

UA- 6197637 - 22

Google AdSense

ca - pub- 9158781978326526

http://spyonweb.com/
http://sameid.net/
https://ewhois.com/

