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'Only the Paranoid will Survive"
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nothing will be as it seems...




Intelligence Gathering

AOpen-Source Intelligence (OSINTefers to a broad array of information and
sources that are generally available, including information obtained from the
media (newspapers, radio, television, etc.), professional and academic records
(papers, conferences, professional associations, etc.), and public data
(government reports, demographics, hearings, speeches, etc.).

Cit. Fbi.gov

A GEOINT
A SIGINT
A TECHINT
A FININT
A HUMINT




Who collects and use Intelligence

Law Enforcment
Military
Criminals

Spies
Government
Journalists
Business
Hackers
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W h at goog le Google Knows [t iy

an Google compiles enough data to build 2004. Google also stores his

comprehensive portfolios of most users 6,147 chats.
X —who they are, where they go and what
they do—and the information CONTACTS

is all available at google.com/dashboard. 2 77@7?7
. ; & IVL
Here are just a few things WSJ reporter -

Tom Gara found out about himself. Google knows the people that

Tom emails the most. At the
top is a friend in Egypt.

YOUTUBE

1 1 - GOOGLE SEARCH =
Each entry is time 64,019 9,220

stam pe d Google thinks Tom Videos Tom has
performs most of his watched, listed in
searches around chronological

th at | |St IS al | 8 am. ET, but this is order,_ inclgding

probably skewed by a series viewed
years spent in June about

searchable s e

With all that imagined,

ANDROID & . GOOGLE

1 DEVICES Y pLay
can you th|r_1k of a way Q.U <l
a haCker1 Wlth access Google knows all of Tom’s That’s how many apps

synched Android phones, Tom has downloaded

tO th |S : CO u | d u Se |t including the old Nexus S phone from Google’s store.

that he gave to his mom.

ag al n St yO u 7 WA'-'-;" PASSWORDS
35

redit cards (two expired) saved in .
Google Wallet, plus two shipping Number of website
addresses and 13 itemized passwords saved in

g O Ove r tO purchases since June 2009. Google’s Chrome browser.
google.com/dashboard :
and see it all become o= exrion

re al |t Documents Tom has created, Willunga,
y . plus the 115 he has opened South Australia
that belong to other people. Due to an unknown glitch,
Google bases Tom'’s location
Graphic by from one of his old Android
Alberto Cervantes/ phones, which he gave to hi
The Wall Street Journal mother in Australia.




Wikileaks Vault 7

13 July 2017 i CIA HighRise Android malware
19 July 2017 i UCL/RAYTHEON
27 July 2017 7 Imperial project

A Achilles d Atoolto trojanize a legitimate OS X disk image(.dmg) installer.
A SeaPea & A Stealthy Rootkit for Mac OS X Systems
A Aeris 8 An Automated Implant for Linux Systems
03 August 2017 I Dumbo tool

10 August 2017 1T CIA CouchPotato

24 August 2017 1T ExpressLane
!

31 August 2017 AngelFire Vault 7: CIA Hacking Tools
g Revealed

Directory
Departments / Branches / Groups
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Palantir's largest shareholder
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Palantir's largest shareholder
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1) Peter Thiel: $ 500.00 Aug.
2004( Palantir's largest shareholder

2) $12.7 million came from James Breyer (Accel Partners)

3) Greylock Partners Y Howard Cox $25.5 mil I |
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CREATING AN INSIGHTFUL WORLD
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AOL
3311

PalTalk
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Google'
1/14/09

31208 | PRISM Program Cost: ~
Microsoft £
91107 p $20M per year
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Hostname

Services

Networks

SW/HW versions and OS information

Geo- location

Network diagram

Database

Documents, papers, presentations,
spreadsheets

and configuration files

Metadata

Email and employee search (name
e and other
e personal information)

Technology infrastructure
IP




Is the Internet

Doxing

or identifiable information (especially

about an individual or organization.

A
A
A
A
A
A

Google

Bing

Peek you

Pipl

Intelius

Facebook GRAPH
Shodan

- based practice of researching and broadcasting private
personally identifiable information )

wikipedia

é

A

A Addresses

A Phone numbers
A Photos

A Etc.

A Location

A IP CAMERA & loT!!!



Google advanced operators

Web Search: allinanchor:, allintext:, allintitle:, allinurl:,
cache:, define:, filetype:, id:, inanchor:, info:, intext:, intitle:,
inurl:, link:, related:, site:

Image Search: allintitle:, allinurl:, filetype:, inurl:, intitle:,
site:

Groups: allintext:, allintitle:, author:, group:, insubject:,
Intext:, intitle:

Directory: allintext:, allintitle:, allinurl:, ext:, filetype:,
Intext:, intitle:, inurl:

News: allintext:, allintitle:, allinurl:, intext:, intitle:,

inurl;, location:, source:
Product Search: allintext:, allintitle:



personally identifiable information

https://emailhunter.co
https://toolbox.googleapps.com

Website investigation:

https://Pipl.com
http://www.amazon.com/gp/registry/search/

http://www.indeed.com/resumes?q=%22PHm%?22 Skype
_ _ é http://www.skresolver.com/
https://www.linkedin.com/vsearch/f?trk=federated adv
s&adv=true
3 Cached data: http://archive.org/web/ , google Companies/ business :
cache, https://findthecompany.com
Knowem, http://copyright.gov/
g checkusernames.com/ Code: http://www.keywordspy.com/
https://namechk.com/ https://nerdydata.com https://www.crunchbase.com
US only: 5 hitps://connect.data.com
http://www.classmates.com/ : o
https://www.intelius.com/ : g EIlEQNT - e
http://radaris.com/ https://blockchain.info/address/1Kqgzb

vdekpJX3o0hYWGEzMqzvf27V|Bux35
5 https:/iwww.blockseer.com/addresses/1
Kqgzbv4ekpJX3o0hYWGEzMqgzvi27V|Bux35

http://www.spokeo.com/
http://www.peekyou.com/
http://mugshots.com/



https://Pipl.com/
http://www.amazon.com/gp/registry/search/
http://www.indeed.com/resumes?q="PHm"
https://www.linkedin.com/vsearch/f?trk=federated_advs&adv=true
http://archive.org/web/
https://namechk.com/
https://emailhunter.co/
https://toolbox.googleapps.com/
https://findthecompany.com/
http://copyright.gov/
http://www.keywordspy.com/
https://www.crunchbase.com/
https://connect.data.com/
https://blockchain.info/address/1Kqzbv4ekpJX3ohYWGEzMqzvf27VjBux35
https://www.blockseer.com/addresses/1Kqzbv4ekpJX3ohYWGEzMqzvf27VjBux35
http://www.skresolver.com/
http://www.classmates.com/
https://www.intelius.com/
http://radaris.com/
http://www.spokeo.com/
http://www.peekyou.com/
http://mugshots.com/

25555535

personally identifiable information

The Harvester
Fb

Social Media
Recon- ng
Metadata




Geo location

¢ Gmaps

¢ Gearth
Private earth observation satellites:
GeoEye 1 5 satellites: IKONOS, OrbView -2, OrbView - 3, GeoEye -1, GeoEye -2
DigitalGlobe I 4 satellites: Early Bird 1, Quickbird, WorldView -1, Worldview -2

Spotlmage 1 2 satellites: Spot 4, Spot 5



SOCMINT

A FacebookGRAPH

A Fbsleep

A Creepy

A http://www.socialmention.com



http://www.socialmention.com/

Reverse Image Search

Google Image

Tineye

Yandex

Googles (on G Play Store)
Findface (on G Play Store)



AD Analytics
Google AdSense

Ild < -- >domain

correlation ca- pub-9158781978326526

http://sameid.net/
https://ewhois.com

% http://spyonweb.com/

UA 6197637 - 22


http://spyonweb.com/
http://sameid.net/
https://ewhois.com/

